
FRAUD IS EVOLVING

Current methods of identity verification are highly susceptible to fraud through the 
exploitation of Session Initiation Protocol (SIP) messages in telecom networks. While the 
transition from closed circuit networks to massively interconnected telecom networks 
does represent a big step forward for the telecom industry, it also has created avenues 
for hackers and fraudsters to evolve their methodologies and achieve new levels of 
sophistication in their attacks.

Your phone number can be easily spoofed – 

The concept of caller ID has transitioned from a protective mechanism to a trojan 
horse. Fraudsters can access applications on the Internet or on their phone that allow 
them to spoof a call using essentially any phone number they choose. This practice has 
become rampant and has contributed heavily to the recent exponential rise in 
robocalls. Spoofed call volume has been so significant that the FCC has issued a 
declaratory ruling empowering carriers to block spoofed robocalls from coming 
into their network and accessing their subscribers. 

Out of wallet information and KBA information are readily available on dark web – 

With the recent string of high profile leaks of sensitive information from big-name 
institutions like Yahoo, Equifax, and Marriott, there are massive amounts of out of 
wallet, or OOW, data that are readily available on the dark web that can be utilized for 
fraudulent purposes. 

social security numbers
credit card numbers

for hundreds of millions of people. 

email addresses
passwords

Furthermore, fraudsters have largely perfected 
the art of scraping knowledge-based 
authentication, or KBA data, from public 
resources. Data points such as driver’s license 
numbers, previous vehicle registrations and 
home addresses are there for the taking. This 
has created the concept of familiar fraud, 
which pairs the successful spoofing of a 
consumer’s mobile number with sufficient 
knowledge of that consumer’s KBA information 
to devastating effect. 
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What does this mean?

It is easier than ever before for someone to assume your identity and perform an account 
takeover, or ATO. 

Multiple studies have indicated that the total number of ATO’s almost doubled between 
2016 and 2017 alone. Companies of all sizes are being encouraged to take big steps to 
improve their identity verification processes to tackle familiar fraud. 

Banks and insurance companies have responded to this threat using manual verification 
processes via large call centers. We all have dealt with the pain of answering questions 
about your mother’s maiden name, favorite pet’s name and that multiple digit pin code 
that we can never seem to remember. This questioning comes at a tremendous 
operational expense, and often results in a tedious and lengthy process that negatively 
impacts their customer experience and does not effectively combat a skilled hacker with 
access to high quality KBA and out-of-wallet information. 

There has to be a better way to quickly verify a customers’ identity, streamline internal 
operations and provide a better customer experience, all in real-time and using 
zero-knowledge techniques.

Sevis attacked this challenge by looking at it from a unique perspective. Did the 
call originate from the proper telecom network? Any abnormality would 
automatically indicate a potential fraud attempt. No lengthy lines of questioning 
necessary. Here’s how it works:

If the answer is yes, the customer’s identity has been verified and 
they are able to proceed to complete their desired request 
immediately 

Sevis’ unique real-time call verification platform detects calls 
made to specific high fraud target enterprises, 
(say a bank’s customer service lines). 

When an outbound call is made to one of those numbers, a 
signaling record is automatically made for that call and it 
is stored in our call verification platform in real-time.

So when a bank sends a request to identify if 
the customer’s call is active on the proper telecom 
network right now, we already know the answer.  
Within a half a second, Sevis returns an answer:

1.

2.

3.

If the answer is  no, the customer is routed for further identity 
verification with a very strict set of security measures

A SIMPLE, INTELLIGENT APPROACH TO IDENTITY VERIFICATION



This data can be easily purchased and used for 
fraudulent purposes. Furthermore, fraudsters 
have largely perfected the art of scraping 
knowledge-based authentication, or KBA data, 
from public resources. Data points such as 
driver’s license numbers, previous vehicle 
registrations and home addresses are there for 
the taking. This has created the concept of 
familiar fraud, which pairs the successful 
spoofing of a consumer’s mobile number with 
sufficient knowledge of that consumer’s KBA 
information to devastating effect. 

All of this is performed with ZERO KNOWLEDGE techniques. 

Instead of a bank putting every customer through the same tedious interrogation 
process, it can now instantly route customers through a fast lane and a slow lane. This 
fundamentally changes the way how high-fraud target businesses can approach identity 
verification and fraud prevention. 

Sevis has already implemented this technology with a Tier 1 National Carrier in the 
United States with 85-100 million subscribers.

BENEFITS

For companies, the benefits are numerous:

  

3. Provide a better quality customer experience – no more
unnecessary interrogations!

For carriers, its simple:

1. You make money on the same call twice
a. The customer’s subscription fee
b. Charging the business enterprise for the Call Verification

API call

It takes around 50 seconds to 2 minutes for a support representative to 
conduct an identity screening

The cost of having that person on the phone is approximately a cent per 
second

This means saving 50 cents to over a dollar for every call successfully 
verified using our software API

1. Enable higher level of security against ATO and significantly reduce opportunities for
familiar fraud.
2. Deliver huge operational cost savings:

Hundreds of thousands of inbound calls to 
these businesses enterprises happen every 
day, and the profit and savings opportunities 
for both parties add up very quickly. 

Sevis has delivered the future of 
frictionless call identity verification today.

For more information:
please call (866) 668-8316
or email us info@sevis.com




